SOUTH DOWNS

—LEARNING TRUST —

Achieving Success Together

South Downs Learning Trust Social Media Management Policy

This policy outlines the guidelines and responsibilities for the effective and safe management of the
South Downs Learning Trust’s (‘SDLT’) official social media channels and all media assets/brands
owned by the trust. It aims to ensure consistent messaging and narrative, protect the Trust's reputation
externally, safeguard students and staff, as well as comply with relevant regulations.

1. Purpose

The purpose of this policy is to provide a framework for the responsible and professional use of social
media across the trust, to:

- Enhance communication with parents, students, staff and the wider community.

- Promote SDLT and respective school achievements, events and values.

- Share important information and updates where deemed relevant to help support more formal
channels of communication.

- Support a positive image of the South Downs Learning Trust and its subsidiary schools; including all
brands and assets owned/supported by the trust.

2. Scope

This policy applies to all staff members across the trust and, specifically to any individual authorised to
post or manage content on the South Downs Learning Trust’s official social media channels, including
all assets/brands across all trust schools. All social platforms are owned by the Trust, including those
assets/brands across all trust schools. No subsidiary accounts under the name of the trust or any trust
school branding are permitted.

3. Roles and Responsibilities

¢ Only those staff members that have designated & authorised responsibility to post across the
trust social media channels, and all media assets/brands owned by the trust. Predominantly,
this is the role of the trust's ‘PR & Communications Lead’. This individual has primary
responsibility and authority on behalf of the trust, and for those assets/brands across all trust
schools, to: -

- Create and schedule content.

- Monitor social media channels for comments, messages and mentions/tags.

- Responding to messages and directing appropriate staff in a timely and appropriate
manner, in consultation with Headteacher(s) / SLT teams where necessary.

- Ensure process is followed within this policy and relevant safeguarding procedures and
legal compliances are adhered to (see Section 4).
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- Comply with the permissions database (via school CMS) for photographs and videos (see
Section 5).

- Managing access and security (see Sections 6 and 7).

- Staying up to date with social media best practices and relevant legislation.

Other designated & authorised people to help oversee and support this policy and social media content
include: -

e Executive Headteacher:

- Responsible for the overall vision and implementation of the social media strategy, as part of
the wider marketing and communications strategy across the trust. Supporting the trust’'s ‘PR
& Communications Lead’ with the implementation of the trust’s social media strategy and policy.

e Headteacher for each school:
- Responsible for supporting the social media strategy and policy and for addressing any
escalated issues as may be brought to their attention.

e All Staff:

- Responsible only for being aware of this policy and reporting any concerns regarding social
media use to the designated trust PR & Communications Lead and/or Headteacher of individual
schools. As an addition, all staff should also be mindful of their own personal social media use,
their online visibility (i.e. do not use full legal name(s)) and safety, as well as any potential
impact on the trust's, and respective schools, reputation. Staff must refrain from inappropriate
conduct, such as:
- Using the school or trust’s name in personal posts (only promoting by liking/sharing from the
trust/school’s original posts).

- Creating sub-accounts that act as affiliated accounts, utilising the trust/school logos.
- Commenting on school/trust matters publicly.
- Making political statements while identifying as staff.
- Adding current or former students as friends on personal social media accounts until they are
over 25 years of age.

4. Legal Compliance

All social media activity must comply with relevant UK laws, including: -
- Data Protection Act 2018 / UK GDPR: Ensuring that personal data is handled appropriately.
- The Education Act 2011: Adhering to safeguarding regulations.

- The Human Rights Act 1998: Respecting the privacy rights of individuals (permissions must
be sought in accordance with trust protocol. See Section 5).

5. Photo and Video Permissions
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a. Obtaining Permissions: Prior to publishing any photograph or video featuring students,
explicit written consent must be obtained from parents/guardians and recorded on the school’s
CMS system by the school’s Office Manager and wider business team.

b. Permissions Database: A secure and up-to-date database will be maintained by each school's
Office Manager and wider business team, to record the permissions granted for each student
as they onroll at each respective trust school. This database will clearly indicate the scope of
the permission (e.g., specific events, general trust publications and advertising, social media
content etc.).

c. Verification Process: Before any photograph or video containing students is posted, the
designated trust PR Communications Lead must verify that the necessary permissions are in
place by checking the permissions database.

d. No Permission: Under no circumstances should photographs or videos of students be posted
on the trust/school’s social media channels if permissions have not been granted and recorded.
Verbal consent may be given if this is sought on a case-by-case basis for special achievements
or external advertising initiatives but must be confirmed to the trust's PR/Communications Lead
for posting purposes.

e. Withdrawal of Consent: Parents/guardians have the right to withdraw their consent at any
time. The PR & Communications Lead must promptly help support and update the permissions
database (in conjunction with the school’s Office Manager and supporting business team)
remove any content featuring the student in question.

6. Access to Social Media Channels

a. Limited Access: Access to the school's social media accounts will be restricted to the
trust’s PR & Communications Lead for the day-to-day operation and oversight.

b. Official Devices/Systems: Where possible, access should be through official school
devices or systems to ensure security and auditability. Permission can be given to the
designated trust PR & Communications Lead should an additional form of technology
help support in their role, for example by way of an approved mobile telephone or laptop
etc.

c. No Personal Accounts: School social media accounts should not be linked to personal
social media accounts, created as affiliated pages by department of the trust/schools,
or managed by those outside of the designated role of trust ‘PR & Communication Lead’
or authorised person within this policy.

7. Password Protection and Accessibility

d. Strong Passwords: All school social media accounts must be protected with strong,
unique passwords that are regularly monitored for activity.

e. Password Changes: Passwords should be centralised and changed whenever a staff
member under the role of trust ‘PR & Communications Lead’ leaves their position. When
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utilising a centralised app for posting and management, the system should be password
protected and updated regularly (at least every quarter).

f. Secure Storage: Passwords must be stored securely and not shared with unauthorised
individuals.

g. Accessibility: All social media accounts/assets and brands under the trust, should
have account details (usernames and passwords) shared with the designated and
authorised person(s) to enable complete transparency and visibility.

8. Content Guidelines

h. Professionalism: All content posted on the school's social media channels must be
professional, respectful, and aligned with the trust’s and individual school's values and
ethos.

i. Accuracy: Information shared must be accurate and fact-checked for posting.

j- Tone: The tone of voice should be positive, engaging, and appropriate for the trust and
individual school's audience, as well as meet with the trust's wider message and
narrative.

k. Student Privacy: When referencing student achievements or activities, avoid using full
names or any other personally identifiable information without explicit permission
(beyond what is covered in photo/video permissions).

I. Staff Privacy: Respect the privacy of staff members and obtain their consent before
posting content that features them prominently. Departments and/or teams can be
referenced generally without specific permission.

m. Copyright: Ensure that all content (text, images, videos) used is original or that the
school has the necessary rights and permissions for its use.

n. No Endorsements: Avoid endorsing specific commercial products or services unless
directly related to the trust’'s partnership programme as vetted by the trust's PR &
Communications Lead.

0. Responding to Comments and Messages: A clear protocol should be established for
responding to comments and direct messages. Negative or inappropriate comments
should be addressed professionally and in line with the school's behaviour policy and
online safety guidelines. Where appropriate and necessary for more formalised
communication, direct messages should be forwarded on to the appropriate wider
school SLT/staff member.

9. Breach Protocol

In the event of a breach of this policy, the following steps may be taken by the Executive Headteacher
and/or Headteachers: -

- Investigation: An internal investigation will be conducted to find out the nature and extent of the
breach.

- Disciplinary Action: Appropriate internal disciplinary actions may be taken, which could include
warnings, retraining, or termination of employment, depending on the severity of the breach.
- Reporting: Significant breaches may be reported to external authorities if they violate legal
requirements or pose a risk to student safety.
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10. Links to Safeguarding Policy

This Social Media Management Policy is directly linked to the school's overarching Safeguarding and
Child Protection Policy. All social media activity must adhere to the principles and procedures
outlined in that policy. Specifically: -

a. Online Safety: All staff involved in managing social media must be aware of online
safety risks and take appropriate precautions to protect students. This includes being
vigilant for any signs of online bullying, grooming, or inappropriate contact.

b. Reporting Concerns: Any safeguarding concerns identified through social media
monitoring must be reported immediately to the Designated Safeguarding Lead (DSL)
in accordance with the school's Safeguarding and Child Protection Policy.

c. Direct Messaging: Direct messaging features should be turned off where possible.
Where this is not possible, all messages on social media should be used with caution
when communicating with students. All communication should be transparent and for
legitimate school-related purposes. Where possible, official school communication
channels (e.g., email, school communication platforms) should be prioritised for
sensitive information.

d. Live Streaming: Live streaming of school events involving students should be carefully
considered and only undertaken with explicit permission and appropriate gatekeeping
by the trust's PR/Communications Lead to ensure safeguarding and legal compliance
is adhered to (see Section 4).

11. Monitoring and Review

a. Regular Monitoring: The designated and approved persons will regularly monitor the
school's social media channels for content, comments, and messages.

b. Policy Review: This policy will be reviewed annually, or more frequently, if necessary,
to ensure it remains relevant and effective considering evolving social media trends and
safeguarding best practices.

12. Training

All staff members who are involved in managing the school's social media channels will receive
appropriate training on this policy compliance, online safety and relevant safeguarding procedures.

By adhering to this SDLT Social Media Management Policy, we can ensure that the trust and all

respective trust school's social media presence is positive, informative, safe, and contributes to a
thriving school community.
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